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hinder authorized United States intel-
ligence activities by informing that in-
dividual of the existence, nature, or
scope of information that is properly
classified pursuant to Executive Order
12958, as amended, and thereby cause
damage to the national security.

(2) Subsection (c)(4). This subsection is
inapplicable to the extent that an ex-
emption is being claimed for sub-
section (d).

(3) Subsection (d)(1). Disclosure of for-
eign intelligence and counterintel-
ligence information would interfere
with collection activities, reveal the
identity of confidential sources, and
cause damage to the national security
of the United States. To ensure unham-
pered and effective collection and anal-
ysis of foreign intelligence and coun-
terintelligence information, disclosure
must be precluded.

(4) Subsection (d)(2). Amendment of
the records would interfere with ongo-
ing intelligence activities thereby
causing damage to the national secu-
rity.

(6) Subsections (d)(3) and (4). These
subsections are inapplicable to the ex-
tent exemption is claimed from (d)(1)
and (2).

(6) Subsection (e)(1). It is often impos-
sible to determine in advance if intel-
ligence records contained in this sys-
tem are relevant and necessary, but, in
the interests of national security, it is
necessary to retain this information to
aid in establishing patterns of activity
and provide intelligence leads.

(7) Subsection (e)(2). Although this of-
fice does not conduct investigations,
the collection efforts of agencies that
supply information to this office would
be thwarted if the agencies were re-
quired to collect information with the
subject’s knowledge.

(8) Subsection (e)(3). To inform indi-
viduals as required by this subsection
could reveal the existence of collection
activity and compromise national se-
curity. For example, a target could,
once made aware that collection activ-
ity exists, alter his or her manner of
engaging in intelligence or terrorist
activities in order to avoid detection.

(9) Subsections (e)(4)(G), (H) and (I),
and (f). These subsections are inappli-
cable to the extent that this system is
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exempt from the access provisions of
subsection (d).

(10) Subsection (e)(5). It is often im-
possible to determine in advance if in-
telligence records contained in this
system are accurate, relevant, timely
and complete, but, in the interests of
national security, it is necessary to re-
tain this information to aid in estab-
lishing patterns of activity and pro-
viding intelligence leads.

(11) Subsection (e)(8). Serving notice
could give persons sufficient warning
to evade intelligence collection and
anti-terrorism efforts.

(12) Subsections (g) and (h). These sub-
sections are inapplicable to the extent
that this system is exempt from other
specific subsections of the Privacy Act.

[Order No. 023-2007, 72 FR 44382, Aug. 8, 2007]

§16.75 Exemption of the Office of the
Inspector General Systems/Limited
Access.

(a) The following system of records is
exempted pursuant to the provisions of
5 U.S.C. 552a(j)(2) from subsections (c)
(3) and (4), (d), (e)(1), (2), (3), (5), and (8),
and (g) of 5 U.S.C. 552a. In addition, the
following system of records is exempt-
ed pursuant to the provisions of 5
U.S.C. 552a(k)(1) and (k)(2) from sub-
sections (¢)(3), (d), and (e)(1) of 5 U.S.C.
5b2a:

(1) Office of the Inspector General In-
vestigative Records (JUSTICE/OIG-
001).

These exemptions apply only to the ex-
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552a (j)(2), (k)A) and (k)(2).
Where compliance would not appear to
interfere with or adversely affect the
law enforcement process, and/or where
it may be appropriate to permit indi-
viduals to contest the accuracy of the
information collected, e.g., public
source materials, the applicable ex-
emption may be waived, either par-
tially or totally, by the Office of the
Inspector General (OIG).

(b) Exemptions from the particular
subsections are justified for the fol-
lowing reasons:

(1) From subsection (c¢)(3) because re-
lease of disclosure accounting could
alert the subject of an investigation of
an actual or potential criminal, civil,
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or regulatory violation to the existence
of the investigation and the fact that
they are subjects of the investigation,
and reveal investigative interest by not
only the OIG, but also by the recipient
agency. Since release of such informa-
tion to the subjects of an investigation
would provide them with significant in-
formation concerning the nature of the
investigation, release could result in
the destruction of documentary evi-
dence, improper influencing of wit-
nesses, endangerment of the physical
safety of confidential sources, wit-
nesses, and law enforcement personnel,
the fabrication of testimony, flight of
the subject from the area, and other
activities that could impede or com-
promise the investigation. In addition,
accounting for each disclosure could
result in the release of properly classi-
fied information which would com-
promise the national defense or disrupt
foreign policy.

(2) From subsection (c)(4) because
this system is exempt from the access
provisions of subsection (d) pursuant to
subsections (j) and (k) of the Privacy
Act.

(3) From the access and amendment
provisions of subsection (d) because ac-
cess to the records contained in this
system of records could inform the sub-
ject of an investigation of an actual or
potential criminal, civil, or regulatory
violation, of the existence of that in-
vestigation; of the nature and scope of
the information and evidence obtained
as to his activities; of the identity of
confidential sources, witnesses, and
law enforcement personnel, and of in-
formation that may enable the subject
to avoid detection or apprehension.
These factors would present a serious
impediment to effective law enforce-
ment where they prevent the successful
completion of the investigation, endan-
ger the physical safety of confidential
sources, witnesses, and law enforce-
ment personnel, and/or lead to the im-
proper influencing of witnesses, the de-
struction of evidence, or the fabrica-
tion of testimony. In addition, grant-
ing access to such information could
disclose security-sensitive or confiden-
tial business information or informa-
tion that would constitute an unwar-
ranted invasion of the personal privacy
of third parties. Finally, access to the

§16.75

records could result in the release of
properly classified information which
would compromise the national defense
or disrupt foreign policy. Amendment
of the records would interfere with on-
going investigations and law enforce-
ment activities and impose an impos-
sible administrative burden by requir-
ing investigations to be continuously
reinvestigated.

(4) From subsection (e)(1) because the
application of this provision could im-
pair investigations and interfere with
the law enforcement responsibilities of
the OIG for the following reasons:

(i) It is not possible to detect rel-
evance or necessity of specific informa-
tion in the early stages of a civil,
criminal or other law enforcement in-
vestigation, case, or matter, including
investigations in which use is made of
properly classified information. Rel-
evance and necessity are questions of
judgment and timing, and it is only
after the information is evaluated that
the relevance and necessity of such in-
formation can be established.

(ii) During the course of any inves-
tigation, the OIG may obtain informa-
tion concerning actual or potential vio-
lations of laws other than those within
the scope of its jurisdiction. In the in-
terest of effective law enforcement, the
OIG should retain this information, as
it may aid in establishing patterns of
criminal activity, and can provide val-
uable leads for Federal and other law
enforcement agencies.

(iii) In interviewing individuals or
obtaining other forms of evidence dur-
ing an investigation, information may
be supplied to an investigator which re-
lates to matters incidental to the pri-
mary purpose of the investigation but
which may relate also to matters under
the investigative jurisdiction of an-
other agency. Such information cannot
readily be segregated.

(5) From subsection (e)(2) because, in
some instances, the application of this
provision would present a serious im-
pediment to law enforcement for the
following reasons:

(i) The subject of an investigation
would be placed on notice as to the ex-
istence of an investigation and would
therefore be able to avoid detection or
apprehension, to improperly influence
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witnesses, to destroy evidence, or to
fabricate testimony.

(ii) In certain circumstances the sub-
ject of an investigation cannot be re-
quired to provide information to inves-
tigators, and information relating to a
subject’s illegal acts, violations of
rules of conduct, or any other mis-
conduct must be obtained from other
sources.

(iii) In any investigation it is nec-
essary to obtain evidence from a vari-
ety of sources other than the subject of
the investigation in order to verify the
evidence necessary for successful liti-
gation.

(6) From subsection (e)(3) because the
application of this provision would pro-
vide the subject of an investigation
with substantial information which
could impede or compromise the inves-
tigation. Providing such notice to a
subject of an investigation could inter-
fere with an undercover investigation
by revealing its existence, and could
endanger the physical safety of con-
fidential sources, witnesses, and inves-
tigators by revealing their identities.

(7) From subsection (e)(5) because the
application of this provision would pre-
vent the collection of any data not
shown to be accurate, relevant, timely,
and complete at the moment it is col-
lected. In the collection of information
for law enforcement purposes, it is im-
possible to determine in advance what
information is accurate, relevant,
timely, and complete. Material which
may seem unrelated, irrelevant, or in-
complete when collected may take on
added meaning or significance as an in-
vestigation progresses. The restrictions
of this provision could interfere with
the preparation of a complete inves-
tigative report, and thereby impede ef-
fective law enforcement.

(8) From subsection (e)(8) because the
application of this provision could pre-
maturely reveal an ongoing criminal
investigation to the subject of the in-
vestigation, and could reveal investiga-
tive techniques, procedures, or evi-
dence.

(9) From subsection (g) to the extent
that this system is exempt from the ac-
cess and amendment provisions of sub-
section (d) pursuant to subsections
(3)H)(2) and (k)(1) and (k)(2) of the Pri-
vacy Act.
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(c) The following system of records is
exempted from 5 U.S.C. 552a(d).

(1) Office of the Inspector General,
Freedom of Information/Privacy Acts
(FOI/PA) Records (JUSTICE/OIG-003).

This exemption applies only to the ex-
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552a (j)(2), (k)(1), and (k)(2). To
the extent that information in a record
pertaining to an individual does not re-
late to official Federal investigations
and law enforcement matters, the ex-
emption does not apply. In addition,
where compliance would not appear to
interfere with or adversely affect the
overall law enforcement process, the
applicable exemption may be waived by
the Office of the Inspector General
(0IG).

(d) Exemption from subsection (d) is
justified for the following reasons:

(1) From the access and amendment
provisions of subsection (d) because ac-
cess to the records contained in this
system of records could inform the sub-
ject of an investigation of an actual or
potential criminal, civil, or regulatory
violation of the existence of that inves-
tigation; of the nature and scope of the
information and evidence obtained as
to his activities; of the identity of con-
fidential sources, witnesses, and law
enforcement personnel; and of informa-
tion that may enable the subject to
avoid detection or apprehension. These
factors would present a serious impedi-
ment to effective law enforcement
where they prevent the successful com-
pletion of the investigation, endanger
the physical safety of confidential
sources, witnesses, and law enforce-
ment personnel, and/or lead to the im-
proper influencing of witnesses, the de-
struction of evidence, or the fabrica-
tion of testimony. In addition, grant-
ing access to such information could
disclose security-sensitive or confiden-
tial business information or informa-
tion that would constitute an unwar-
ranted invasion of the personal privacy
of third parties. Finally, access to the
records could result in the release of
properly classified information which
would compromise the national defense
or disrupt foreign policy. Amendment
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of the records would interfere with on-
going investigations and law enforce-
ment activities and impose an impos-
sible administrative burden by requir-
ing investigations to be continuously
reinvestigated.

(2) [Reserved]

[Order No. 63-92, 57 FR 8263, Mar. 9, 1992, as
amended by Order No. 64-92, 57 FR 8263, Mar.
9, 1992]

§16.76 Exemption of Justice Manage-
ment Division.

(a) The following system of records is
exempt from 5 U.S.C. 552a(d):

(1) Controlled Substances Act Non-
public Records (JUSTICE/JMD-002).

This exemption applies only to the ex-
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552a(j)(2).

(b) Exemption from subsection (d) is
justified for the following reasons:

(1) Access to and use of the nonpublic
records maintained in this system are
restricted by law. Section 3607(b) of
Title 18 U.S.C. (enacted as part of the
Sentencing Reform Act of 1984, Pub. L.
98-473, Chapter II) provides that the
sole purpose of these records shall be
for use by the courts in determining
whether a person found guilty of vio-
lating section 404 of the Controlled
Substances Act qualifies:

(i) For the disposition available
under 18 U.S.C. 3607(a) to persons with
no prior conviction under a Federal or
State law relating to controlled sub-
stances, or

(ii) For an order, under 18 U.S.C.
3607(c), expunging all official records
(except the nonpublic records to be re-
tained by the Department of Justice) of
the arrest and any subsequent criminal
proceedings relating to the offense.

(2) Information in this system con-
sists of arrest records, including those
of co-defendants. The records include
reports of informants and investiga-
tions. Therefore, access could disclose
investigative techniques, reveal the
identity of confidential sources, and in-
vade the privacy of third parties.

(c) The following system of records is
exempted from 5 U.S.C. 552a(c)(3) and
@; (@)D, (2), (3), and (D); (e)(D), (2), (3),
(5), and (8); and (g): Federal Bureau of
Investigation Whistleblower Case Files
(Justice/JMD-023). These exemptions

§16.76

apply only to the extent that informa-
tion in a record contained within this
system is subject to exemptions pursu-
ant to 5 U.S.C. 552a(j)(2) and (k).

(d) Exemption from the particular
subsections is justified for the fol-
lowing reasons:

(1) Subsection (c)(3). To provide the
subject with an accounting of disclo-
sures of records in this system could
inform that individual of the existence,
nature, or scope of an actual or poten-
tial law enforcement or counterintel-
ligence investigation, and thereby seri-
ously impede law enforcement or coun-
terintelligence efforts by permitting
the record subject and other persons to
whom he might disclose the records to
avoid criminal penalties, civil rem-
edies, or counterintelligence measures.

(2) Subsection (c)(4). This subsection is
inapplicable to the extent that an ex-
emption is being claimed for sub-
section (d).

(3) Subsection (d)(I). Information
within this record system could relate
to official federal investigations and
matters of law enforcement. Individual
access to these records could com-
promise ongoing investigations, reveal
confidential informants and/or sen-
sitive investigative techniques used in
particular investigations, or constitute
unwarranted invasions of the personal
privacy of third parties who are in-
volved in a certain investigation. Dis-
closure may also reveal information re-
lating to actual or potential law en-
forcement investigations. Disclosure of
classified national security informa-
tion would cause damage to the na-
tional security of the United States.

(4) Subsection (d)(2). Amendment of
these records could interfere with on-
going criminal or civil law enforce-
ment proceedings and impose an im-
possible administrative burden by re-
quiring investigations to be continu-
ously reinvestigated.

(6) Subsections (d)(3) and (4). These
subsections are inapplicable to the ex-
tent exemption is claimed from (d)(1)
and (2).

(6) Subsection (e)(1). It is often impos-
sible to determine in advance if inves-
tigatory information contained in this
system is accurate, relevant, timely
and complete, but, in the interests of
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